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INTRODUCTION

Recently a colleague telephoned to ask me for advice:
interns had posted photographs of paediatric patients they
had examined, together with the patients’ diagnosis, on
their Facebook pages, but they did not see anything wrong
with this. Their comments related to how cute the children
were, and were not demeaning in any way, and they were
sharing with friends, so how could it be wrong? Since then
| have seen examples of colleagues posting derogatory and
profane comments regarding their on-call experiences on
their Facebook pages. One example lamented the inability
of the medical profession to keep the female cervix closed
in the middle of the night (in language | cannot repeat).
Another alluded to repeated Caesarean sections in a 3-hour
period and then the birth of a tiny preterm baby in the early
hours of the morning in a named suburb. Imagine if a patient
or a patient’s family member read these postings.

The popular and scientific press contains numerous
examples of transgressions by physicians and nurses
posting patient information and photographs on social
media. One recent case is that of a trainee general
practitioner in the United Kingdom (UK) who posted
photographs of patients’ injuries on Instagram, together
with derogatory comments, and linked them to his Twitter
account. His fitness to practise was found to be impaired by
a Medical Practitioners Tribunal Service panel in the UK. He
only escaped sanction because he expressed remorse and
underwent remediation.

Other doctors have posted photographs of inebriated
patients or attractive female patients online, or used their
online pages to discuss patients’ diagnoses. Even though
patients’ names were not disclosed, other identifying
details were mentioned.?

Sixty percent of survey respondents representing 78 medical
schools in the United States of America cited incidents

of online posting of unprofessional content by medical
students, including infringement of patient confidentiality,
profanity, discriminatory language, photographs of
inebriation, and sexually suggestive content.?

Online photographs of doctors themselves in compromising
situations, such as being intoxicated, are also potentially
damaging, especially for future job prospects. Many
prospective employers look at online social media when
considering whether to offer interviews and positions to
applicants.*

DOCTORS AND SOCIAL MEDIA: ETHICAL
ISSUES

Facebook currently has more than 1 billion active users.®
According to George, “the culture of medicine (which tends
to value privacy, confidentiality, one-on-one interactions,
and professional conduct) and that of social media
(which tends to value sharing and openness, connection,
transparency, and informality) make integration of the two
fields a distinct challenge.”®

The major ethical issues related to the use of online social
media by doctors involve respecting patients’ confidentiality
and privacy, and maintaining their own professionalism.

Confidentiality in medicine is “the practice of keeping
harmful, shameful, or embarrassing patient information
within proper bounds.”” It ensures respect for the patient's
privacy, recognises the patient’s feeling of vulnerability,
and enables the patient to trust the doctor with very
personal information.®? Any patient who consults a doctor
has the right to expect that all information disclosed will
remain private, and will not be shared with colleagues,
except if requested by the doctor and sanctioned by the
patient or parent, in the case of a child. Certainly, sharing
information or photographs on social media would be
deemed unacceptable.
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Professionalism is the way in which doctors fulfil the
medical profession's contract with society, to use their
skills and knowledge in the best interests of their patients.
Inherent in the concept of professionalism, too, is the idea of
self-regulation and control. Professionals ought to espouse
virtues such as good behaviour, integrity, honesty, and high
standards of work.”° This is the basis of the trust placed in
doctors and the medical profession.

According to Dr Herbert Swick, the principles listed in
Table | are key to medical professionalism." The themes
described in these principles include the following: respect
for patients’ autonomy and privacy; the personification of
the values of selflessness, empathy, compassion, honesty,
and integrity; accountability to peers; and commitment
to professional development and competence. The online
boundaries of professional interactions are less clear than
the traditional ones. Opinions also differ as to what is
acceptable. | thought that the postings by my colleagues
were unacceptable and unprofessional, but they did not
agree with me. Mark Ryan believes that definitions of
professionalism help us to understand what it means to
be a doctor in any setting, including on the Internet and in
social media. Ryan says, “This means that we should hold
ourselves - and expect to be held - to a higher standard than
others. Society expects this of us, and we should expect
this of ourselves. Therefore, we must be very careful of
ever discussing real patients online. Even if we think we
have removed any possible identifying information from
the post/tweet/update, | believe that patients’ expectations
.. should restrict us from discussing specific patients in
public.”?

DOCTORS
FACEBOOK

Confusing messages may result from incorrect or vague

“FRIENDING" PATIENTS ON

use of online social media. If this happens in the context of
a doctor-patient relationship, unintended consequences
may result. A recent study found that some patients send
“friend” requests to their doctors, but that most doctors
ignore these requests.® “Friending” patients may cause
blurring of the professional and personal boundaries.
Patients may be able to see doctors’ personal information
and the material they have posted. This material may include
information about their religious and political beliefs, and
may compromise the doctor-patient relationship.* Most
professional medical organisations in fact discourage
doctors from interacting with patients through any social
networking site*®7 Doctors must ensure that they
understand and use the privacy settings available for the
social media to which they subscribe.

ADVANTAGES OF SOCIAL MEDIA IN MEDICINE
There are definite advantages to using social media in
medicine. These online networks have the ability to rapidly
spread information and to rally large numbers of people
behind a cause.”® Twitter is a useful platform for connecting
medical professionals and for following experts in one's
field. Facebook too can be useful to disseminate information
to the community and educate patients in a targeted
format. Instead of patients accessing generic information
on websites, they may be able to obtain more directed
and relevant information from their doctors’ social media
site.”® In smaller communities this may be an ideal way to
improve interactions between healthcare providers and
their patients. George and colleagues believe that medical
professionals may be able to influence behaviour changes
among large groups of people. They cite as an example, the
decision by Facebook to allow users to state that they are
organ donors on their Timelines, which resulted in a large
increase in donor pledges in the United States of America.®

Table I: Characteristics of professionalism' (Quoted verbatim)

Physicians subordinate their own interests to the interests of others.

Physicians adhere to high ethical and moral standards.

Physicians respond to societal needs, and their behaviours reflect a social contract with the communities

served.

Physicians evince core humanistic values, including honesty and integrity, caring and compassion, altruism

and empathy, respect for others, and trustworthiness.

Physicians exercise accountability for themselves and for their colleagues.
Physicians demonstrate a continuing commitment to excellence.
Physicians exhibit a commitment to scholarship and to advancing their field.
Physicians deal with high levels of complexity and uncertainty.

Physicians reflect upon their actions and decisions.

Current Allergy & Clinical Immunology 2014 September Vol 27 No.3

197



Professionally orientated social media such as LinkedIn and
ResearchGate help colleagues to establish connections that
may prove useful for their careers as well as their practices.

GUIDELINES FOR DOCTORS USING SOCIAL
MEDIA

Some universities and institutions have established
policies on the use of social media by students and medical
professionals, but many do not. Generally, guidelines
emphasise the importance of preserving patients’ privacy
and confidentiality, avoiding “excessive self-disclosure by
using adequate privacy settings”, and regular checking of
one's own online information. Professional and personal
online contents should be separated, and the doctor-patient
boundary must be maintained.”” Other guidelines discourage
online relationships between doctors of different levels of
training, such as consultants and registrars, and emphasise
that these too can blur the boundaries.®* Recommendations
for doctors using social media are listed in Table 11./02°

Mark Ryan suggests the following guidelines: “be honest,
forthright, helpful and compassionate” and “recognise that
you represent your profession, and help others recognise
that they do, too."? Organisations, such as ALLSA, need
to develop policies regarding social media and what is
acceptable content for their Facebook pages, and appoint
someone to oversee and vet the content. People who post
personal information on the “wall” should realise that this
content is visible to others who use the site, and refrain
from posting confidential medical information.

From a legal point of view, derogatory or defamatory
postings on Facebook may result in legal action and
awarding of damages, as recently happened in Pretoria,

South Africa. Someone who “shares"” or is “tagged” in such
a posting may also be held liable.?

CONCLUSION

Social mediais the new mode of communication, particularly
among the younger generation, and it has the potential to
transform medical education and healthcare information.
Doctors and other healthcare professionals have to be
cognisant of the dangers and pitfalls of using social media,
especially in breaching patient confidentiality and privacy,
and in preserving personal privacy and professionalism. It is
incumbent on universities and other institutions to develop
policies for the use of social media, and to ensure that
transgressors are appropriately punished.
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