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Abstract

The field of immunogenomics has the opportunity for accelerated genetic discovery aided by the 

maturation of electronic health records (EHRs) linked to DNA biobanks. Novel analysis methods 

in deep phenotyping of EHR data allow the full realization of the paired and increasingly dense 

genetic/phenotypic information available. This enables researchers to uncover genetic risk factors 

for the prevention and optimal treatment of immune-mediated diseases and immune-mediated 

adverse drug reactions. This article reviews the background of EHRs linked to DNA biobanks, 

potential applications to immunogenomic discovery, and current and emerging techniques in 

EHR-based deep phenotyping.
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INTRODUCTION

In the 2 decades since the completion of the Human Genome Project in 2003, dense 

and inexpensive genotyping technology linked to electronic health records (EHRs) has 

emerged as a novel domain in biomedical research, leading to numerous discoveries in 

genomic medicine.1 However, although EHRs contain a vast array of clinical data that 

can be leveraged for medical research, using EHRs for research presents novel challenges 

because these systems were designed for clinical care and not specifically to facilitate 

research. The EHR data exist in both structured and unstructured formats hampering their 

ready use in research applications.2 Clinical data are often fragmented across health care 

systems with limited ability for exchange of EHR information because patients visit multiple 

medical providers, have changes in insurance, and move.3,4 Further, variance in clinical 
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data gathering, clinician experience, documentation practices, or coding misspecification can 

introduce error into the EHR during any clinical encounter.5 Therefore, significant effort 

is expended on the development of phenotyping algorithms for accurate identification of 

cases and controls, which requires involvement of experts both in biomedical informatics 

and clinicians with domain knowledge relevant to the clinical question of interest. Overall, 

this process can be time-intensive and costly, require iterative algorithm refinement along 

with manual chart review, and run the risk of generating overfitted models that lack 

generalizability for replication in other settings. In this review, we provide an overview 

of large-scale EHR biobanks, current methods to mine phenotypes from these resources for 

genetic association studies, and a roadmap for emerging novel analysis approaches with a 

particular focus on the field of immunogenetics (Figure 1).

ELECTRONIC HEALTH RECORDS LINKED TO DNA BIOBANKS

The Health Information Technology for Economic and Clinical Health (HITECH) Act of 

2009 triggered widespread adoption of EHRs in the United States, generating clinical data 

at scales previously unattainable with paper medical records.6 Anticipating the potential 

secondary value of the vast phenotypic data amassing in EHRs, health care organizations 

started collecting DNA biospecimens from volunteer patients, either through prospective 

collection or using discarded blood samples obtained during the course of routine clinical 

care. Examples of current efforts to utilize clinical data for genetic discovery include single-

institute collections (eg, Vanderbilt BioVU and Mount Sinai BioMe) and national datasets 

(eg, the United Kingdom Biobank, the Estonian Biobank, the Million Veteran Program, and 

the All of Us Research Program).7–12 Collaborations such as the Electronic Medical Records 

and Genomics Network (eMERGE) and Integrating Biology and the Bedside (i2b2) develop 

tools for researchers to leverage EHRs for genetic studies.13,14 Clinical data incorporated 

into these biobanks vary but broadly fall into 2 categories: structured data or unstructured 

data. Structured EHR data include billing codes such as the International Classification of 

Diseases (ICD-9 or ICD-10), symptoms (Systematized Nomenclature of Medicine—Clinical 

Terms [SNOMED-CT]), current procedural terminology (CPT) codes, laboratory test results 

(Logical Observation Identifier Names and Codes [LOINC]), and medication prescription 

data (RxNorm).15,16 Clinical notes and reports from radiology or pathology studies represent 

the majority of unstructured EHR data and necessitate use of contextual natural language 

processing (NLP) to transform them into an output useful for phenotyping. Radiology and 

pathology reports can be further complicated if stored in external databases or entered in the 

EHR as a portable document format. Although clinical notes have this limitation, they can 

provide opportunities to capture health information not specifically or reliably captured in 

structured billing codes, such as drug infusions reactions and anaphylaxis to penicillin.

EXTRACTING RESEARCH-GRADE PHENOTYPES FROM THE EHR

Strategies for phenotype algorithm development for case and control identification can be 

constructed in 2 main ways: (1) manual feature selection by informaticians and domain 

experts and (2) high-throughput methods, including grouping similar diagnosis codes, 

automated feature selection from public medical knowledge sources, and machine learning 

(ML) approaches, both supervised and unsupervised.17–20 Domain experts have the clinical 
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phenotyping skills for the most salient features for case and control identification and 

how these features are documented in the EHR. Clinical informaticians have the skills 

to extract these features from the EHR and transform them into data for analysis. In an 

iterative process, domain experts and clinical informaticians collaborate to identify and 

extract features for a phenotype definition until sufficient sensitivity is achieved.21 In either 

manual feature selection or high-throughput methods, a clinician-reviewed, gold-standard 

training dataset must be employed for algorithm validation and determination of accuracy22.

ADVANTAGES AND DISADVANTAGES OF EHR BIOBANKS IN BIOMEDICAL 

RESEARCH

The EHR-based research affords distinct advantages compared with traditional prospective 

cohort studies. This includes greater cost efficiency because patient recruitment is broadly 

applied across a population rather than targeted to specific conditions.23 Once the initial 

upfront costs of obtaining genetic data are expended, serial use for diverse clinical questions 

comes with marginal additional cost, primarily for developing and executing phenotypic 

algorithms.23 Further, EHR biobanks can dramatically increase available sample sizes 

with potentially thousands to hundreds of thousands of genotyped patients, increasing 

study power and making possible detection of rare disease-associated variants.24 The 

EHR-based studies often have much shorter development cycles while still yielding similar 

genetic association results to those found in traditional cohort studies.23 Whereas genetic 

associations for immune-mediated diseases have been replicated using EHR-based studies, 

immune-mediated adverse drug reactions (ADRs) present a significant challenge despite 

their high effect size with class I human leukocyte antigen (HLA) alleles. These challenges 

include poor precision of phenotypes and low prevalence compared with immune-mediated 

diseases, such as type 1 diabetes or hypothyroidism. This limitation is highlighted by 

a phenome-wide association study (PheWAS) by Karnes et al25 in which many known 

immune-mediated disease HLA associations were replicated yet no ADR associations were 

replicated. Longitudinal clinical information can be gleaned from EHRs; however, it may 

be incomplete owing to fragmentation across disparate health care systems with separate 

EHRs.26 Data available for extraction are limited and biased toward what is entered in 

real-time during routine clinical care, which often is not standardized nor comprehensive 

for all phenotypes of interest. Expertise in EHR phenotyping, although growing, is mainly 

restricted to academic centers with National Library of Medicine biomedical informatics 

trainings programs, making both the number and the time of researchers a potential rate-

limiting step for studies.27

GENETIC ASSOCIATIONS WITH IMMUNE-MEDIATED DISEASES AND ADRS

Immunogenomics is the study of genetic associations with immune-mediated diseases and 

ADRs, including severe cutaneous adverse drug reactions (SCARs) such as Stevens-Johnson 

syndrome and toxic epidermal necrolysis (SJS/TEN), which is associated with an overall 

mortality of 20%.28,29 The primary objective of immunogenomics is delivering precision 

medicine to patients by predicting, preventing, and identifying novel therapeutic targets 

for immune-mediated diseases or ADRs. Most genetic associations with immune-mediated 
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diseases and ADRs localize to a region of chromosome 6 encoding the HLA genes. The 

HLA region is the most polymorphic region of the human genome and contains 3 classic 

HLA class I alleles (-A, -B, and -C), which are expressed on all nucleated cells, and 3 

classic HLA class II alleles (-DP, -DQ, and -DR), which are expressed only by professional 

antigen-presenting cells. Through HLA, processed protein antigens are presented to specific 

T-cell receptors for the required signal 1 of T-cell activation. Examples of autoimmune 

diseases associated with HLA include HLA-B*27 with ankylosing spondylitis, HLA-

DRB1*03:01 with systemic lupus erythematosus, and the HLA-DQ2.5 haplotype (HLA-

DQA1*05:01/DQB1*02:01) and the DQ8 haplotype (HLA-DQA1-03:01/DQB1*03:02) 

with celiac disease.25 The SCARs encompass drug reaction with eosinophilia and systemic 

symptoms (DRESS), SJS/TEN, and acute generalized exanthematous pustulosis. The HLA 

risk allele associations with specific drugs have been identified for SJS/TEN and DRESS.30 

These SCARs and HLA associations include examples such as vancomycin with HLA-

A*32:01, allopurinol with HLA-B*58:01, and HLA-B* 15:02 and HLA-A*31:01 with 

carbamazepine.31–33 However, these associated HLA alleles are often necessary but not 

sufficient for development of SCARs, dampening their clinical utility for determining risk 

of SCARs following exposure to a specific drug.31,34 The positive predictive value of HLA 

risk alleles are affected by the prevalence of disease, frequency of the risk allele in a 

given population, and the underlying biological complexity of immune-mediated ADRs. 

The negative predictive value of a HLA risk allele determines the ultimate safety of the 

test, meaning the proportion of patients with an absent risk allele who do not develop 

an immune-mediated ADR. Variable antigen presentation and T-cell activation are not 

restricted to HLA alleles alone but further involve differences in metabolism and proteasome 

processing, trimming of peptides by endoplasmic reticulum aminopeptidases (ERAP), T-cell 

receptor specificity, and costimulatory signals received through killer cell immunoglobulin-

like receptors (KIR), which can lead to either greater cytotoxicity or tolerance.28

MODERN IMMUNOTHERAPY IS REVOLUTIONIZING TREATMENT OF 

IMMUNE-MEDIATED DISEASES

Downstream of the effects of genetic and ecological factors, functional correlates 

from patient biospecimens have led to the development of targeted treatments in 

cancer, autoimmune disorders, and allergic diseases, primarily against immune-related 

molecules such as cytokines, chemokines, and their receptors. Immunotherapies have 

revolutionized cancer treatment with checkpoint inhibitors, including monoclonal antibodies 

against antiprogrammed cell death protein (PD)-1, anti-PD Iigand-1, and anticytotoxic 

T-lymphocyte—associated protein 4, as well as several chimeric antigen receptor T-cell 

therapies all approved in the last decade.35 Autoimmune disorders including inflammatory 

bowel disease, rheumatoid arthritis, psoriasis, and systemic lupus erythematosus now 

have a variety of steroid-sparing therapies that leverage their skewed cell-mediated and 

cytokine profiles, including monoclonal antibodies against tumor necrosis factor, interleukin 

(IL)-12/IL-23, and B-cell activating factor, as well as small molecule Janus kinase (JAK) 

inhibitors.36,37 In allergic diseases such as asthma and atopic dermatitis, biologic therapies 

against the type 2 immune response have also ushered in a therapeutic paradigm shift, 

targeted IL-4 receptor alpha, IL-5, IL5 receptor, and thymic stromal lymphopoietin.38,39 
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Although currently no immunotherapies are approved for immune-mediated ADRs, a 

recent case report of prolonged and refractory DRESS, single-cell transcriptomic analysis 

from lesional skin biopsy demonstrated significant upregulation of the JAK-STAT (single 

transducer and activator of transcription) pathway.40 This prompted treatment with a JAK 

inhibitor (tofacitinib) and led to resolution of DRESS, highlighting the promise for precision 

medicine and targeted therapies for SCARs.

IDENTIFYING IMMUNE-MEDIATED PHENOTYPES IN THE EHR

Currently, several challenges remain between connecting the genetic drivers of immune-

mediated diseases and ADRs and selecting the optimal therapy for each patient. The 

EHR biobanks provide a unique opportunity to address these challenges. High-throughput 

phenotyping methods are needed to accurately identify appropriate cases and controls for 

these phenotypes. This remains an area of active research utilizing multiple approaches. 

Wolfson et al41 recently reported on the feasibility of a semi-automated NLP algorithm 

to identify DRESS cases, a relatively rare drug reaction, using the allergy list of a 

large multihospital EHR, and their findings were consistent with data derived from U.S. 

Food and Drug Administration (FDA) Adverse Event Reporting System (FAERS).42 Yang 

et al43 reported an ML method to detect allergic reactions from free-text narratives of 

hospital safety event reports, which has the potential to permit real-time surveillance and 

significantly reduce the number of cases that require manual review.

CONNECTING IMMUNE-MEDIATED PHENOTYPES TO GENOTYPES

Once accurate phenotypes of immune-mediated diseases and ADRs are developed in 

an EHR biobank, these phenotypes must be analyzed in the context of genetic and 

transcriptomic data available in the biobank, which may be in either low- or high-resolution 

genomic coverage formats. Modern genotyping arrays sample from several hundred 

thousand to a few million single nucleotide polymorphisms (SNPs), insertions, or deletions 

across the human genome, and are currently the most cost-efficient and scalable format 

for obtaining genetic data. Although these platforms are powerful, they are considered 

low-resolution because they sample only a small fraction of the over 3 billion nucleotides 

constituting the human genome. Additional SNPs at the whole-genome level can be imputed 

with use of software packages like Beagle and IMPUTE.44,45 Importantly, these platforms 

typically do not specifically provide HLA typing nor identify all HLA variants, potentially 

limiting their application to immunogenomics. These challenges may be ameliorated with 

use of imputation programs such as SNP2HLA and HIBAG that can impute HLA alleles 

from SNP data with reasonably high accuracy in most populations.46 Imputation programs 

have been developed for KIR alleles, such as Pulling Out Natural Killer cell Genomics, 

and ERAP as well.47,48 Tissue-specific gene expression can also be imputed with programs, 

such as PrediXcan, that importantly instead predict mRNA expression based on a patient’s 

known genotypes.49 These tools enable studies that would otherwise require acquisition 

of high-resolution genetic or expression data either through dedicated allele sequencing 

or whole-genome sequencing or obtaining tissue-specific mRNA sequencing. Notably, full 

allelic sequencing remains the gold standard for class I and II HLA typing. By using 

KIR imputation programs, this has led to discoveries in associations of KIR with atopic 
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dermatitis and psoriasis.50,51 In addition, epistatic variation of ERAP polymorphisms in 

those carrying the HLA-B*57:01 risk allele, which is necessary but not sufficient for 

development of abacavir hypersensitivity syndrome, has been shown to either be protective 

against or confer greater chance of development of abacavir hypersensitivity syndrome 

owing to differences in antigen processing into immunodominant epitopes.34,52

EMERGING NOVEL APPROACHES FOR ADVANCED EHR PHENOTYPING 

OF IMMUNE-MEDIATED DISEASES AND ADRS

Because research-grade genetic data are generated by automated methods and stored in 

structured formats, often the rate-limiting step needed for immunogenomic studies in 

EHRs lies in generating comparably research-grade phenotyping.53 A common and efficient 

method of high-throughput phenotyping is the use of phecodes, which are clinically 

meaningful groupings of related ICD codes for specific diseases.17,54 Phecodes repurpose 

ICD codes for research that were initially designed to bill a patient’s insurance. Phecode-

based algorithms assist in identifying both phenotype cases and clinically meaningful 

phenotype controls that lack any of the relevant ICD codes bundled into a phecode. 

Genome-wide association studies and PheWAS have been successfully performed using 

phecodes to replicate known findings from prior literature and discover previously 

unidentified associations between HLA alleles and immune-mediated diseases or ADRs.25 

The most current version of phecode mappings are available from https://www.vumc.org/

wei-lab/phecode.

Deep phenotyping of immune-mediated ADRs by ICD codes or phecodes alone has several 

particular challenges. There is a bias toward under-entry of relevant ICD codes for immune-

mediated ADRs other than at the time of index reaction or at time of consultation referral 

to an allergist/immunologist. Therefore, if the index reaction occurred in another health care 

system or no subsequent assessment of the immune-mediated ADR was made, the patient 

may never have a relevant ICD code entered into the EHR, leading to the under-recognition 

and underdiagnosis of immune-mediated ADRs. To overcome the potential misclassification 

of controls in studies, a control may be defined more stringently by having both prior 

medication prescription data and absence of an allergy label for the drug of interest.

Further, ICD codes have limited specificity for immune-mediated ADRs; thus, they may 

not allow a researcher to accurately identify the immune-mediated ADR. For example, 

an ICD code was not available for “drug rash with eosinophilia and systemic symptoms 

syndrome” (D72.12) until ICD-10.15 Consequently, clinicians using ICD-9 would instead 

enter single or multiple nonspecific ICD-9 codes to approximate a DRESS diagnosis, 

such as “dermatitis due to drugs and medicines” (693.0), “eosinophilia” (288.3), “hepatitis, 

unspecified” (573.3), or “enlargement of lymph nodes” (785.6).15 In order to overcome this 

under-representation of immune-mediated ADRs in ICD codes, alternative frameworks have 

leveraged the allergy list from clinical notes. The allergy list exists in narrative text as a 

semistructured format and typically includes at least 2 key data elements: both the allergen 

(eg, offending medication name such as “penicillin”) and the description of the reaction 

(eg, “urticaria”). Because of this consistent format, the allergy list field can be mined in 
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a high-throughput fashion without advanced NLP. A proof-of-concept study by Wu et al55 

evaluated using the EHR allergy list to perform drug-drug interaction wide association study 

(DDIWAS), replicating over 30 known drug-drug interactions and describing 3 potential 

novel interactions. Zheng et al56 also recently described a high-throughput framework 

utilizing the allergy list to efficiently identify ADRs in the EHR for genetic analyses. 

Because the format of the allergy list is often standardized across EHRs, the DDIWAS 

approach can be rapidly deployed to other institutions for detection and validation of drug-

drug interactions.

In addition to structured ICD codes and the semistructured allergy list, many other sources 

of structured data and unstructured narrative text exist in the EHR that may provide 

the basis for future immunogenomic phenotypes. Harnessing clinical data (eg, laboratory 

tests, medications) in tandem with ICD codes has been shown to improve the quality 

of phenotyping but face challenges on how to streamline process of high-throughput 

development.57 Traditional phenotyping methods using such unstructured notes used NLP 

text scanning algorithms to extract words and text features that were curated by clinician 

domain experts.22,57 Although this process has led to development of high-quality validated 

algorithms, such as those available from the eMERGE network, it is time-burdensome 

and requires onerous manual chart review and sequential algorithm adjustment for each 

disease of interest.22,58 The recently published PheMap algorithm overcomes some of 

these challenges by leveraging multilevel knowledge available from online resources, such 

as Mayo Clinic and Wikipedia. PheMap scans online articles on specific diseases and 

conditions to extract the conditions, medications, laboratory tests, and other facts mentioned 

in the article text and map those features to standard medical terminologies including ICD-9 

and ICD-10, SNOMED-CT, CPT, LOINC, and RxNorm.18 The algorithm then uses the 

frequency of various EHR features among each online article to determine the strength 

of associations between EHR features and diseases. Finally, PheMap examines patients’ 

medical records for the presence of each EHR feature to assign a final probability for 

having a phenotype. As an example: the presence of insulin in a patient’s medication 

record might indicate a strong probability that the patient has diabetes, whereas the 

presence a urinalysis test could be a less strong indicator for diabetes because a urinalysis 

can be used to screen diabetic patients for proteinuria but is also used for diagnosis of 

many other nondiabetic conditions. When compared with current phenotyping approaches, 

including eMERGE-based phenotypes, eXtraction of Phenotypes from Records using 

Silver Standards (XPRESS), and phecodes, PheMap performed comparably or better for 

calculating an individual’s probability of having type 2 diabetes mellitus, dementia, or 

hypothyroidism.18,22,59,60

The final frontier of deep EHR phenotyping lies in utilizing the rich unstructured data 

contained in clinical notes. Whereas ML techniques to extract meaningful phenotypic data 

from unstructured notes in the EHR have emerged,61 many of these approaches currently 

rely upon supervised ML algorithms and, therefore, require efforts by clinical domain 

experts to provide case-control labels for training data and/or assist with model feature 

selection.20 Furthermore, the inner workings of the most complex artificial intelligence 

algorithms are often uninterpretable to humans; therefore, ML models run the risk of 
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overfitting and lacking generalizability to other institutions for replication owing to 

differences such as cohort demographics and clinician diagnostic patterns.62,63

DISCUSSION

With the continued maturation of EHR biobanks, immunogenomic discoveries will be 

further advanced as emerging deep phenotyping methods enable large-scale studies of 

immune-mediated phenotypes and their genetic drivers. Current algorithms are most focused 

on defining genetic associations with phenotypes; however, these genetic discoveries will 

ultimately provide opportunities for integrated approaches for the prediction, prevention, 

diagnosis, and treatment of immune-mediated diseases and ADRs in at-risk patients.
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FIGURE 1. 
Phenotype to genotype roadmap for immunogenomics. (1) Patient enrollment process and 

acquisition of samples for DNA biobank. (2) Composition of key data structures in the EHR. 

(3) Quality of genetic data available in DNA biobanks and preprocessing for analysis. (4) 

Models for deep phenotyping algorithm development. (5) Select specific alleles of interest 

in immunogenomics and genetic analysis methods. (6) Translation of immunogenomic 

discoveries to immune-mediated diseases and ADRs. CPT, Current procedural terminology; 

GWAS, genome-wide association study; HIBAG, HLA Genotype Imputation with Attribute 

Bagging; LOINC, Logical Observation Identifier Names and Codes; PONG, Pulling Out 

Natural Killer cell Genomics; SNOMED-CT, Systematized Nomenclature of Medicine—

Clinical Terms; WES, whole-exome sequencing; WGS, whole-genome sequencing.
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