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Abstract

Previous reviews of research on electronic health record (EHR) data quality have
not focused on the needs of quality measurement. The authors reviewed empirical
studies of EHR data quality, published from January 2004, with an emphasis on
data attributes relevant to quality measurement. Many of the 35 studies reviewed
examined multiple aspects of data quality. Sixty-six percent evaluated data accuracy,
57% data completeness, and 23% data comparability. The diversity in data element,
study setting, population, health condition,and EHR system studied within this body of
literature made drawing specific conclusions regarding EHR data quality challenging.
Future research should focus on the quality of data from specific EHR components
and important data attributes for quality measurement such as granularity, timeliness,
and comparability. Finally, factors associated with poor or variability in data quality
need to be better understood and effective interventions developed.
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Introduction

Quality measures have become an integral part of the U.S. health care system. They
are used to monitor quality of care, assess the effectiveness of quality improvement
initiatives, and serve as the basis for pay-for-performance programs and public account-
ability reports (Institute of Medicine, 2006). These measures have traditionally been
derived from manual reviews of medical records, secondary analysis of billing or
administrative databases, or via direct surveys of patients or consumers. However,
as electronic health records (EHRs) diffuse throughout the U.S. health care system
(desRoches et al., 2008), new electronic functions, such as problem and medication
lists, decision-support modules, and patient input via Web portals, will create opportu-
nities and challenges in terms of data availability, quality, and comparability (Fishman,
Hornbrook, Meenan, & Goodman, 2004). In this article, we reviewed evidence from
empirical studies on EHR data quality published in the past 5 years, with an emphasis
on data attributes that are important to quality measurement. Based on these findings,
we identify gaps in the literature and suggest directions for future research. Further-
more, we propose roles that health care organizations and third party regulatory or
accreditation organizations should play to enhance the value of EHR data for quality
measurement.

New Contribution

Thiru, Hassey, and Sullivan (2003) conducted a systematic review of studies on the
quality of EHR data for primary care. While informative, their review did not address
the specific data needs of different applications of EHR data, such as quality measure-
ment. Furthermore, since Thiru et al. (2003) examined studies published from 1980 to
2001, recent studies reflecting the rapid changes to technology and the current health
care environment were not represented. To address these gaps, this review will focus
on peer-reviewed studies published since 2004 and data attributes that have important
implications for quality measurement.

Conceptual Framework

The goal of this article is to examine how the reliability and validity of quality of care
measures may be influenced by the evolving electronic data environment, particularly
the emergence of the EHR. Data completeness and accuracy have been used in previ-
ous studies to describe data quality (Pringle, Ward, & Chilvers, 1995; Thiru et al., 2003;
Williams, 2003). Data completeness is defined as the level of missing data for a data
element. Data accuracy is conceptualized as the extent to which data captured though
the EHR system accurately reflects an underlying state of interest (e.g., whether a
medication list accurately reflects the number, dose, and specific drugs a patient is
currently taking). This includes the timeliness or “currency” (Williams, 2003) of the
data as well as the clinical specificity or “granularity” in how individual clinicians or
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clinical staff document within an EHR system. A high level of missing data and/or data
errors will substantially reduce measure reliability and validity. Although we could not
find a generally accepted definition of data comparability, its importance to valid care
quality comparisons and outcomes research has been recognized (Dean et al., 2009;
Schneider, Riehl, Courte-Wienecke, Eddy, & Sennett, 1999). In this article, we define
data comparability as similarity in data quality and availability for specific data ele-
ments used in a measure across different entities, such as health plans or physicians or
data sources. Variations in EHR content, structure, and data format as well as local
data capture and extraction procedures can significantly affect data comparability, as
can EHR systems using coding systems or menu choices of varying granularity (e.g.,
for diagnoses or medications), different data extraction strategies (e.g., frequency of data
extraction, specific algorithm used to extract data from structured or free-text fields), or
having different data quality standards.

Wherever possible, we organize study findings for each data attribute by specific
data element, major EHR functions (e.g., problem or medication list, computerized
physician order entry; desRoches et al., 2008), and the data flow process (data docu-
mentation, data abstraction, data aggregation across systems). Finally, we consider how
the EHR may influence measure validity, including EHR-based specification modifica-
tions to enhance reliability and validity.

Method

We searched PubMed for peer-reviewed articles published between January 2004 and
June 2009. We used the following search terms: computerized medical record system,
electronic medical record, electronic health record, electronic patient record, quality
indicator, performance measure, quality measure, quality measurement, quality of care
assessment, quality assurance, health care, quality of health care, data quality, data
accuracy, data reliability, data validity, missing data, and administrative data. Using
these terms, we conducted several searches. The first focused on articles related to
EHRs, quality measures, and data quality. In this search, we included both U.S. and
non-U.S. studies because of the earlier EHR implementation and better developed
data quality research in countries such as the United Kingdom (Thiru et al., 2003). The
second search focused on articles related to EHRs and quality measures more gener-
ally. Finally, we searched for articles related to EHRs and administrative data, given
the role of administrative data in quality measurement. For the latter two searches, we
focused on U.S. studies because we are particularly interested in quality measurement
within the U.S. context. For all searches, we excluded studies conducted solely in the
inpatient or institutional (e.g., nursing home) settings. We also excluded duplicates,
news, tutorials, editorials, or other articles that did not include empirical data.

From these searches, we identified and retrieved the abstracts for 532 articles.
Using our inclusion and exclusion criteria, we retained and retrieved the full text for
101 articles. We used the same criteria to exclude another 66 articles after full text
review. Of the remaining 35 articles, we abstracted information on study period, study
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design, data or measure attribute(s) assessed, context (U.S., non-U.S., integrated deliv-
ery system, single clinic, clinical network, etc.), clinical condition, EHR component or
data flow step examined, data elements, and study results.

Results

Of the 35 articles (see Table 1), 28 were conducted in the United States and 7 were
conducted outside the United States. Studies were diverse with respect to study settings,
health issues, and populations. Some studies focused on a specific EHR component, such
as the medication list, but were nonspecific with respect to health condition or popula-
tion (Kaboli, McClimon, Hoth, & Barnett, 2004; Staroselsky et al., 2008; Varkey,
Cunningham, & Bisping, 2007). Others examined the general accuracy of EHR data
without identifying the particular data elements or EHR components under evaluation
(Powell, Fitton, & Fitton, 2006). Studies used relatively weak comparative (N = 22) or
observational descriptive (N = 8) study designs. In the absence of a “gold standard,”
less reliable reference standards such as manual chart abstractions, surveys, or inter-
views are used to evaluate EHR data quality. Five studies were controlled trials or
pre—post evaluation of data quality interventions. Many studies evaluated multiple
aspects of data quality or comparability, with 23 studies (66%) evaluating data accu-
racy, 20 studies (57%) data completeness, 8 studies (23%) data comparability across
study sites or data systems, and 3 studies (9%) on measure validity. Few studies explic-
itly addressed data granularity or data timeliness.

Data Completeness

Studies of data completeness are characterized by diversity in the study settings, popu-
lations, and data elements examined. Preliminary evidence suggests that data quality
within medication and problem lists were mixed or poor. Other EHR components
were rarely studied. Local data capture, which includes autopopulation of data through
electronic linkage with outside sources and manual entry into structured or free-text
data fields, and data extraction practices exert significant influence on data complete-
ness. The findings from reviewed studies are presented below by data element content,
EHR component, and data flow process.

Data element content. Data completeness for different data elements, including clini-
cal status, laboratory results, and clinical actions or procedures, was most often reported
within single studies and generally varied widely (Table 2). The EHR data sources for
these elements were often not clearly specified, although manually entered structured
data fields are likely to be a key source. Among data elements that were examined by
more than one study, data completeness varied substantially across studies, ranging
between 0.1% and 51% for blood pressure and 10% and 38% for smoking status assess-
ment. Clinical relevance could be an important contributor to data completeness.
Persell, Dunne, Lloyd-Jones, and Baker (2009) found less missing data for blood pres-
sure and cholesterol values in a high cardiac risk group compared with the general
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Table 2. Data Completeness and Accuracy Findings

Study Sample Findings® by Data Element

Data completeness
McGinnis et al. HIV (VA patients) HIV-specific database: hemoglobin (13%), aspartate
(2009) aminotransferase (14%), alaine aminotransferase
(12%), glycosylated hemoglobin (20%), creatinine
(14%), white blood cell (13%), glucose (15%),
HIV RNA viral load (2%), and CD4+ count
(2%); All veterans in care database: hemoglobin
(9%), aspartate aminotransferase (1%), alaine
aminotransferase (14%), glycosylated hemoglobin
(5%), creatinine (8%), white blood cell (9%),
glucose (4%), HIV RNA viral load (37%), and
CD4+ count (36%)
Linder et al. Pneumonia Smoking assessment: 36%, smoking cessation:
(2009) 53%, influenza vaccination: 0%, pneumococcal
vaccination: 0%, temperature: 52%, blood pressure:
51%, pulse: 58%, respiratory rate: 93%
Persell, Dunne, Adult primary care For total population: blood pressure: 1.9%, total
et al. (2009) patients cholesterol: 22.5%, LDL: 29.1%, triglycerides: 25.3%,
HDL: 23.3%. For high cardiac risk groups, missing
for these outcomes range from 0.1% (blood
pressure) to 4.6% (LDL, triglycerides)

Forster et al. HIV Age: 2.6%, gender: 0%, year ART initiated: 1.0%, HIV
(2008) clinical stage: 3.5%, baseline CD4: 19.8%, follow-up
CD4:5.3% (median %)
Goodyear-Smith  Children Immunization receipt: 20% for |5 months
et al. (2008) immunization, 55% for 5 months immunization,

60% for 3 months immunization, and 70% for
6 weeks immunization

Rosenman Pregnant women Syphilis screening reports: 1%
et al. (2008)

Goulet et al. VA patients LDL: 33%, blood pressure: 12%, HgAlc: 13%
(2007)

Conroy et al. Current smokers ASK: 38%,ADVISE cessation: 73%, ASSESS readiness
(2005) to quit: 77%,ASSIST cessation: 80%, ARRANGE

follow-up: 98%

Faulconer and COPD FEV-1 (within 27 months): 90%; smoking status: 10%
de Lusignan
(2004)

Data accuracy

McGinnis et al. HIV (VA patients) Correlation of overlapping values from two VA

(2009) data repositories: hemoglobin (.997), aspartate

aminotransferase (.997), alaine aminotransferase

(:999), glycosylated hemoglobin (.991), creatinine
(.990), white blood cell (.961), glucose (.940), HIV
RNA viral load (.989),and CD4+ count (.875)

(continued)
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Table 2. (continued)

Study

Sample

Findings® by Data Element

Persell, Dunne,

Adult primary care

28% of 500 charts had discrepancy in age, gender,

et al. (2009) patients blood pressure, mean total and HDL cholesterol,
medications (antihypertensive, lipid-lowering, or
antithrombotic), or smoking status
Goodyear-Smith  Children Error in immunization receipt dates range from 3%
et al. (20080 to 1%
Baker et al. Congestive heart Heart failure diagnosis: 92.3% (477 of 517 patients)
(2007) failure correctly identified through automated review of
EHR data
Goulet et al. VA patients Correlation between structured EHR data and full
(2007) chart review (r = .89-BP;r = .98-LDL;
r=.98-HgAlc)
Tang et al. Diabetes Diabetes diagnosis: 97.6% (sensitivity), 99.6%
(2007) (specificity)
Staes et al. Liver transplant | error found in validation of 163 laboratory results
(2006) patients of creatinine, cyclyosporin A, and tacrolimus

Staroselsky et al.

Adult primary care

Patient provided additions to EHR increased health

(2006) patients maintenance adherence rates for breast cancer
(84.3% to 96.3%), cervical cancer (73.2% to
96.3%), cholesterol (96.9% to 97.5%), osteoporosis
(98.2% to 99.4%), and influenza vaccine (60.7% to
84.7%)
Powell et al. Primary care 31 patients identified 6 verified errors in dates or
(2006) patients clinical information
Saigh et al. Primary care 55% of 97 encounters had active pain documented in
(2006) patients free-text or the problem list, but a “no pain” entry
in the data template
Faulconer and COPD COPD diagnosis: 79% (sensitivity), 75% (PPV);
de Lusignan Providers selected an ambiguous code of “smoking
(2004) status” for 5.8% (N = 171)
Owen et al. Schizophrenia Guideline concordant dosing (k = .63;84%
(2004) agreement) and antipsychotic medications

(k = .17; 59% agreement) among outpatients

Note: LDL = low-density lipoprotein; HDL = high-density lipoprotein; ART = antiretroviral therapy;
COPD = chronic obstructive pulmonary disease; EHR = electronic health record.
a. Missing data percentage presented for data completeness; various statistics presented for data accuracy.

adult primary care population. Similarly, McGinnis et al.’s (2009) study found higher
levels of data completeness for viral load and CD4+ count in a database for HIV patients
compared with a database for all veterans in care.

Problem lists. Whether a health condition is documented in the problem list varies
by condition, with chronic conditions more likely to be documented than acute condi-
tions. Baker et al. (2007) found 71% and Tang, Ralston, Arrigotti, Qureshi, and
Graham (2007) found 93% of patients in their studies had their condition, congestive
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heart failure and diabetes, respectively, documented in the problem list. In contrast,
among 195 patients identified with pneumonia, only 12% had the condition docu-
mented as an active or inactive condition in the EHR’s problem list (Linder, Kaleba, &
Kmetik, 2009).

Medication lists. In the ambulatory setting, the omission rate for medication data was
substantial across different clinical populations, from 27% of medications for ambula-
tory oncology patients (Weingart et al., 2007) to 53% for primary care patients (Varkey
etal., 2007). Among VA patients aged > 65 (N =493) with 5 or more active prescribed
medications, an average of 3.1 omissions per patient was observed (Kaboli et al., 2004).
Prescribed medications did not fare better than other types of medications. Among 163
adult primary patients, 30% had prescribed medications and 48% had over-the-counter
or herbal medications that were missing from the medication list (Staroselsky et al.,
2008). Similarly, 34% of all omissions observed among study patients were for prescribed
medications (Kaboli et al., 2004).

Computerized physician order entry (CPOE). There is suggestive evidence that order
entry may provide better data than entered laboratory results for determining clini-
cian performance. Benin et al. (2005) compared computerized physician order entry
data with data from a structured data field designated for laboratory results for iden-
tifying diagnostic test performance. When the laboratory results field was used, 33%
of patients were identified as having had the test. This compares with 71% for order
entry data and 77% for the full manual EHR review. Orders data may be more com-
plete because they are automatic by-products of clinical action. In contrast, the
laboratory results field likely required manual entry. This may contribute to missing
data as this information can be entered in other locations in the EHR, including free-
text fields.

Data capture. Substantial variation in the amount of missing data has been observed
across different clinical locations, even within the same organization. For example,
missing data ranged between 24% and 38% for LDL (low-density lipoprotein), 3%
and 31% for blood pressure, and 5% and 23% for HbA 1c results across 8 VA clinical
sites (Goulet et al., 2007). Wide site-level variation was also observed for the preva-
lence of diagnostic, risk factor, and treatment data across 78 U.K. general practices (de
Lusignan et al., 2005).

Studies reporting that the same clinical content can be found in different or multiple
locations within the EHR suggest that the variation in data completeness reflects dif-
ferences in documentation practices or data capture methods used at different sites.
For example, Baker et al. (2007) found congestive heart failure diagnosis recorded in
numerous locations within the EHR, including encounter diagnostic fields (95%),
problem list (71%), and medical history (37%) of the EHR. Another study from the
Netherlands found that nearly 28% of free-text entries on patient history and physical
exam could have been captured in a structured field (Roukema et al., 2006). These
findings suggest that if data are not extracted from the appropriate locations in the
EHR, or if data are regularly recorded in a free-text field, automatic extraction will
likely produce higher missing data rates.
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Data documentation rates can be improved through staff training and education. An
evaluation of an educational intervention in 87 general practices in the United Kingdom
found that documentation increased by 50% for smoking cessation recommendation,
10% for smoking status, 10% for cholesterol measured, and 4% for aspirin status among
patients with ischemic heart disease following an intervention (de Lusignan, Hague,
Brown, & Majeed, 2004). Forster et al. (2008) found that training data management
staff at HI'V treatment sites in resource-limited countries can also significantly reduce
missing data (adjusted odds ratio = 0.58, 95% confidence interval = 0.37-0.90). In
addition, they found that greater data clerk time spent on entry was associated with
less missing data, with about 10 weekly hours per 100 patients needed to reduce miss-
ing data below 10%.

Workflow redesign can have beneficial effect on data quality. In a U.S. study, the
documentation rate of vital signs increased from 0.7% to 58.5% of visits when stan-
dardized vital sign data fields were introduced with a redesigned workflow at three
clinics (Szpunar, Williams, Dagroso, Enberg, & Chesney, 2008). However, variation
in the degree of improvement across sites (i.e., 2% to 22%, 0.5% to 58%, and 0% to
95%) continues to emphasize the influence of local practices and environment. Fur-
thermore, not all interventions are successful. A new mandatory computerized pain
assessment screen did not improve the documentation of pain because of perceived
burden of using the new application (Saigh, Triola, & Link, 2006). Greater consideration
of workflow issues and user needs, including training and support, during redesign should
enhance effectiveness of future interventions.

Data extraction. Automated extraction of structured EHR data performed reasonably
well across different types of data. Specifically, Tang et al. (2007) found that, compared
with “gold standard” expert review, automated EHR data extraction identified 97% of
patients with diabetes. Rosenman et al. (2008) found that laboratory reports in the EHR
identified 99% of prenatal syphilis screens. Finally, Baker et al. (2007) found that
automated extraction identified 94.6% of congestive heart failure patients with left
ventricular ejection factor data and between 70% (warfarin) and 94% (angiotensin-
converting enzyme [ACE] or angiotensin receptor blocker [ARB]) of appropriate
prescriptions when compared with hybrid review (automated extraction plus manual
review of electronic notes).

However, the automated extraction can also miss important data and appropriate exclu-
sions. Manual review of free-text fields in the Baker et al. (2007) study increased data
completeness by between 1.9% (beta-blocker) and 23.2% (warfarin). Goulet et al. (2007),
using VA data, found lower data completeness when comparing automated EHR data
abstraction with manual EHR review (LDL: 67.4% vs. 88.4%, p <.01; HbAlc: 87.3% vs.
93.5%, p < .01). Surprisingly, completeness for data elements electronically abstracted
from the same EHR system can also vary. A comparative study of HIV-related data ele-
ments found that absolute differences in the percentage of documented values were
between 2% (alaine aminotranferase) and 35% (viral load) in two data repositories from
the VA’s EHR system (McGinnis et al., 2009). These findings highlight the influence of
both data extraction methods and documentation practices on data completeness.
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Data Accuracy

Although data accuracy studies are also characterized by diversity in study focus,
emerging evidence from these studies points to the potential of free-text data abstrac-
tion programs for accurately extracting data and the need to improve data accuracy in
medication lists.

Data element content. Few studies of data accuracy examined the same data elements.
However, laboratory results as a data category appear to exhibit greater data accuracy
(Goulet et al., 2007; McGinnis et al., 2009; Staes et al., 2006) than other types of data.
These findings may reflect the clinical importance of laboratory data and the growing
use of electronic data linkage between large laboratories and health providers. Table 2
presents findings on the accuracy of a variety of diagnostic, clinical performance and
patient status data from the studies we reviewed.

Medication lists. All studies of medication lists report significant errors. A high pro-
portion of patients, 81% and 95% reported in two studies, had errors in their medication
list (Kaboli et al., 2004; Weingart et al., 2007). Errors because of retention of discontin-
ued medications were common, ranging between 13% and 29% across different patient
populations (Kaboli et al., 2004; Staroselsky et al., 2008; Weingart et al., 2007). Incor-
rect medication regimens, less common at 5% to 14%, were also found (Staroselsky
et al., 2008; Weingart et al., 2007). Prescription medications do not appear to be pro-
tected from errors as evidenced by the 66% commission error rate observed by Kaboli
et al. (2004). Varkey et al. (2007) did not find most errors to have clinically important
effects, classifying 24% as significant and 0.3% as serious. However, these errors may
have more important effects from a quality measurement perspective.

Substantial improvement in medication list accuracy will be needed before this data
source can be relied on for quality measurement. However, few effective interventions
to improve medication list accuracy have been identified. Among the few published
evaluations, the interventions studied have been varied, sample sizes were small, and
findings have been mixed. Varkey et al. (2007) reported that a multifaceted interven-
tion involving the care team and the patient reduced the average number of medication
discrepancies per patient by more than 50% from 5.24 to 2.46. However, providing
patients with access to their medication data through a Web portal did not reduce medi-
cation discrepancies (Staroselsky et al., 2008).

Data extraction. Automated abstraction of structured EHR data generally performed
well, accurately producing laboratory test data and identifying medications and candi-
dates for therapy. For example, Goulet et al. (2007) found strong agreement (k between
.86 and .99) and high sensitivity and specificity (=.95) for quality measures based on
electronically abstracted structured data compared with manual review. Similarly,
Baker et al. (2007) found high sensitivity (=.95) for beta-blockers, ACE or ARB, and
warfarin compared with manual EHR review, and Persell, Dunne, et al. (2009) reported
high sensitivity and specificity (between .81 and .98) in identifying candidates for anti-
platelet therapy and lipid lowering therapy. The high level of accuracy likely reflects
the clinical value of the data. Important clinical data are likely to be accurate whether
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it is documented in a structured field or in a free-text field. Therefore, while electronic
abstraction may miss data documented in free-text and lead to lower data complete-
ness, electronically abstracted data can still be accurate. However, the specific rules
embedded in a data extraction program can affect data accuracy. In a U.K. study, de
Lusignan et al. (2005) found that the abstraction software used a more general code to
extract data for hormone replacement therapy, resulting in overestimation in the number
of these prescriptions.

Important clinical information is often recorded within free-text sections of the
EHR. Evaluations of free-text data extraction programs, particularly natural language
processing (NLP), suggest that these programs can provide accurate data on service
provision (Baldwin, 2008; Hazlehurst et al., 2005; Pakhomov, Bjornsen, Hanson, &
Smith, 2008) and patient clinical status (Pakhomov, Jacobsen, Chute, & Roger, 2008).
For example, Pakhomov, Bjornsen, et al. (2008) found an NLP program to have over-
all accuracy of 75% for identifying all three components of a foot exam among
diabetics. Similarly, Hazlehurst et al. (2005) found reasonably good accuracy of
another NLP program (MediClass), for determining adherence to smoking cessation
guidelines in current smokers. Specificity was particularly good, ranging between .82
and 1.0. Sensitivity was higher for smoking status assessment and cessation treatment
(2.97) than for the other actions (£.68). Pakhomov, Jacobsen, et al. (2008) reported
that an NLP program can also achieve high sensitivity for identifying the presence
(.91-1.00) and absence (.83-.88) of heart disease symptoms (i.e., cough, dyspnea, and
chest pain).

Finally, Baldwin’s (2008) study of breast cancer prevention services found that an
NLP program was able to retrieve 100% data on gender and race but demonstrated a
35% false negative rate for mammography and clinical breast exam. The authors sug-
gested that the use of different terms to express the same concept (e.g., “CBE” or
“breast exam”) and the documentation location of these terms may have contributed to
the observed false negatives. The NLP program appears to function more effectively
for variables that are narrowly and consistently defined. These findings highlight the
role of documentation practices in the accuracy of data obtained using free-text abstrac-
tion programs. For example, copying and pasting, which has been observed in 25% of
charts in one study (Thielke, Hammond, & Helbig, 2007), may contribute to errors by
increasing the likelihood that new information are not recorded, leading to data omis-
sions, or old findings carried forward as new findings, leading to incorrect data. The
effect of these and other documentation practices, particularly in conjunction with text-
based abstraction methods, on data accuracy should be more thoroughly investigated.

Although NLP programs are more common, data abstraction using search-term meth-
ods also performed reasonably well. Benin et al. (2005) evaluated this method and
found high sensitivity (96%), but low specificity (34%), in identifying cases of pharyn-
gitis. Performance rates were similar using the search-term strategy and the reference
manual EHR review, with only a 3% difference for antibiotic prescribed and no differ-
ence for Group A streptococcus test.
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Data Comparability

Only a few studies explicitly examined data comparability. However, these studies
have found substantial variation in data documentation, retrieval, and content across
clinical sites and data systems. In particular, variation in missing data by clinical site
has been reported in multiple studies. Goulet et al. (2007) found that missing data
differed by 14% for LDL, 18% for HbA lc, and 28% for blood pressure values across
eight VA clinical sites. Interventions, even when effective for increasing overall
documentation rates, does not necessarily reduce site-level variation. Szpunar et al.
(2008) found that after an intervention on data quality, structured vital sign field use
rose from 0% to 2% across the three study sites to 22%, 58%, and 95.2%. Site varia-
tion has also been reported for the recording of childhood immunization receipt and
dates across 124 general practices (Goodyear-Smith et al., 2008). de Lusignan et al.
(2005) found that different codes can be used to label patients of similar clinical
status, leading to data unreliability across the 78 practices in their study. Furthermore,
systemic differences in missing data by practice were common; with some practices
missing data on steroids, others lacking data on fractures or medications. Data
extraction problems appeared to have contributed to these problems and those
observed in McGinnis et al. (2009) where different rates of missing data were found
for the same elements in two data repositories, even though the repositories draw
data from the same EHR.

Ricciardi, Lieberman, Kahn, and Masarie (2005) reported on terminology har-
monization efforts on problem list entries with a consortium of 79 organizations
using the same commercial ambulatory EHR (GE Centricity). Despite evidence of
successful mapping (86% of entries), the study also highlighted substantial vari-
ability in how users document in the problem list. Even within the same organization,
data comparability is not assured. Hicken, Thornton, and Rocha (2004) found that
of 30 elements across three legacy systems spanning prenatal, labor and delivery,
and mother/infant care in the same organization, only 5 elements (17%) had the
same meaning and structure (format, granularity). Another 41 elements (46% of 90
comparisons) were related in meaning but had different granularity across systems.
Local naming conventions (McGinnis et al., 2009) and locally developed glossaries
for selected coded information such as problems, vaccinations, and medications
(Linder et al., 2009) also appears to contribute to the lack of data comparability
across clinical sites.

Overall, these findings suggest that poor data comparability will be an important
impediment to the use of EHR data for quality reporting. To enhance data compara-
bility, health care organizations will need to make careful decisions regarding the
data source used for quality measurement, better standardize data documentation and
extraction procedures, and implement effective interventions or tools to facilitate
data harmonization across organizations.
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Measure Validity

The wide array of readily extractible treatment and clinical elements from the EHR
can produce more refined and valid measures of care quality. Persell, Kho, et al. (2009)
used structured EHR data to craft hybrid process and outcome quality measures that
better capture the quality of hypertension care. For hypertensive patients without dia-
betes, incorporating relevant clinical data to refine inclusion and exclusion criteria can
improve measure validity. For example, measures can now account for aggressive
prescribed treatment or low diastolic BP, which raised performance from 75% to 83%
and 84%, respectively. Including patients with undiagnosed hypertension (i.e., mean
systolic BP > 140 or diastolic BP > 90 over their last three visits) to the denominator
lowered performance to 81%.

However, documentation practices and EHR design, particularly the use of free-
text fields, can compromise measure validity by making it difficult to correctly identify
eligible cases or appropriate exclusions. Persell et al. (2006) examined cases of quality
failures for seven coronary heart disease measures, which had been automatically cal-
culated using structured EHR data. Through manual review of free-text notes, the
authors found that 15% to 81% of cases identified as quality failures actually satisfied
the performance measure or met appropriate exclusion criteria. Baker et al. (2007)
confirmed that appropriate exclusions are often missed when an automated extraction
method based on data from structured fields is used to calculate a measure, reporting
sensitivity ranging between 49% (warfarin) and 72% (ACE or ARB). However, it is
important to note that these studies were limited by the lack of a true gold standard,
making measure validity difficult to determine.

Discussion

This article provides an overview of the current state of the literature on the quality of
EHR data from the perspective of quality measurement. Although we found a growing
number of research studies, data attributes that are important for quality measurement,
including timeliness, granularity, and comparability, have not been adequately stud-
ied. Furthermore, the diversity in study focus and the relatively weak study designs used
in the current body of research made it difficult to draw clear conclusions about the data
quality of specific data elements or EHR components.

However, preliminary observations regarding EHR data quality can be made. First,
data reliability from the problem and the medication lists remains questionable. Signifi-
cant errors of omission and commission were found for medication list and data quality
appears to vary by condition in the problem list. Chronic diseases documented in the
problem list appear more accurate than for other acute conditions, although chronically
ill patients may still be missed. Given these findings, the data quality from these sources
must improve significantly before they can be used for quality reporting.

Second, local data documentation practices and extraction methods exert strong
effects on data quality, particularly data completeness. Clinical sites, even within the

Downloaded from mcr.sagepub.com at WELCH MEDICAL LIBRARY on September 16, 2010


http://mcr.sagepub.com/

Chan et al. 521

same organization and using the same EHR, may rely on electronically linked data sources
such as commercial laboratories to varying degrees, particularly if their patients have
different health plans or are geographically dispersed (Staes et al., 2006). Even among
VA patients, outside services including laboratory tests may be used, particularly if the
patient is also covered by other insurance. For nonelectronically linked data, clinical
staff often has multiple options within the EHR, from structured fields to the free-text
notes, for documentation. This may account for the higher data completeness observed
with manual rather than electronic abstraction, as automated abstraction usually relies
on structured fields and miss data in free-text fields that manual review can identify.
Given these site- and staff-level variability, data comparability for the same commer-
cial EHR product or even within a single organization should not be assumed. However,
there is promising evidence that careful design and implementation of new data docu-
mentation and abstraction procedures can minimize variability in data completeness
and significantly enhance the value of EHR data for quality measurement.

Finally, the reliability of free-text data extraction programs, such as NLP, appears
good, particularly for narrowly and consistently defined variables. However, the specific
data extraction strategy used and the documentation style of users in the study can affect
findings, which limits the generalizability of these studies.

Directions for Future Research

One of the key insights that emerged from this review is the need for a stronger evi-
dence base to support the use of EHR data in quality measurement. Several research
opportunities can be readily identified. First, data elements that are used for quality
measurement should be identified and prioritized for empirical investigation. These
studies should include data granularity and timeliness as well as data completeness
and accuracy. Identifying factors that affect and methods that enhance data compara-
bility across organizations and vendor products (e.g., granularity in menu options and
data dictionaries) should be another major area of research. EHR systems vary in their
interface design and their functional capabilities. In addition, these systems are often
modified locally to adapt to the specific needs of each organization, further limiting
data comparability even when the same commercial EHR product is used. Finally, dif-
ferences in EHR design can affect provider interactions with the system, which can
exacerbate differences in data reliability and availability across organizations. Addi-
tional research on these data attributes will be crucial for identifying the data source(s)
that maximize data quality and comparability for high-priority data elements.

EHRs have created a wide range of new data sources, including order entry and
decision support modules, audit trails, and linkages with external data sources. These
new data sources offer opportunities for data supplementation and validation that should
be empirically evaluated. For example, electronic data linkage with external sources
such as clinical trials, local providers, social security administration, and state or local
immunization registries can provide data updates on laboratory test results, service
provision, and deaths. Furthermore, audit trails can provide detailed electronic tracking
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of provider interactions with the EHR, such as medication reconciliation or referrals.
Order entry modules provide a wide range of physician orders that can be electroni-
cally tracked. These new types of data can be used to develop measures of greater
clinical validity as they can offer accurate, detailed data on relevant actions. However,
apart from the problem list and medication list, few studies in our review included
these EHR data sources in their assessment.

Although variation in data quality have been identified in a number of studies, more
detailed examination of the factors and processes associated with the observed varia-
tion is needed. For example, documentation rates have been shown to be poor if data
entry requires significant navigation (Baron, 2007; Roukema et al., 2006). In particular,
the availability of free-text fields at a high level may contribute to loss of structured
data if the structured data field is accessible only through multiple “clicks” or key-
strokes. It has also been suggested that the clinical relevance of the data and their anticipated
future use (e.g., for decision support) may affect data quality (Roukema et al., 2006;
Tang et al., 2007). Standardization of data documentation and management procedures
(Hicken et al., 2004) and terminologies (Linder et al., 2009) should be examined for
their effectiveness in decreasing variation in documentation rates and enhancing data
comparability. These and other questions are important to investigate in identifying opti-
mal strategies for improving data quality of the EHR for quality measurement.

Interventions to improve data quality should be developed and evaluated. This may
involve pilot or demonstration studies to embed data documentation supports and data
quality checks in the EHR as well as workflow redesign and staff education or train-
ing. For example, opportunities to code reasons for patient’s exclusion from a standard
care protocol could be embedded within a clinical decision support system.

Finally, more studies, similar to those by Tang et al. (2007) and Persell, Kho, et al.
(2009), should be performed to gain a better understanding how EHR data may be
used to craft more refined measure specification and how to further enhance the valid-
ity of quality measures.

Looking Ahead:The Role of Provider Organizations
and Third Party Organizations

This review identified important impediments, in terms of data quality and compara-
bility, to the use of EHR data for reliable and valid quality measurement. Although
additional research is clearly needed, improvements to data quality will likely be
driven by innovations within health care organizations and by regulatory or competitive
demands from third party entities, including accreditation organizations, governmental
agencies, and payers. Each will have important roles to play in improving the quality
and comparability of EHR data for quality measurement.

For health care organizations, greater attention must be paid to how clinical
workflow and EHR system design interact to affect data quality. For example, the
placement and design (e.g., clinical specificity and number of option choices) of
structured data fields should be optimized, particularly in relation to free-text
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documentation alternatives, to ensure availability of high-quality structured data.
Effective data quality checks should be embedded within EHR systems (Forster et al.,
2008). Furthermore, new data sharing or exchange agreements between providers and
other organizations should be developed to support accurate determination of eligible
cases (e.g., by removing deceased individuals based on monthly data from the Social
Security Administration) and improve the completeness and timeliness of data on test
results, service utilization, medications, and health conditions. Of course, data security
safeguards including secure data exchange and identity verification will be required to
support these changes. New EHR-based algorithms or methodologies for identifying
cases should be empirically evaluated for validity. If known changes within the orga-
nization have taken place, such as addition of new clinical sites to a health system, the
measured results should be checked for evidence of these events.

Regulatory bodies and accrediting organizations have particularly important roles
to play in setting standards for and auditing the quality and comparability of data used
for quality measurement. First, these entities should advocate for, prioritize, and spec-
ify data elements that must be reliably collected across organizations so they can be
used for report cards and other quality measurement applications. They can also sup-
port and disseminate findings from independently conducted research on the reliability
of different data sources and encourage diffusion of effective data collection strategies
across organizations. The “e-provenance” of each electronically derived quality mea-
sure could be requested from health care organizations. These may include the frequency
with which key data elements are updated and their process for capturing, storing, and
extracting the quality indicator. For example, are comparable data source(s) used for
required data elements? Are common nomenclatures or coding schemes used? If not,
do they differ substantially in granularity? Do the data capture and extraction methods,
including automated structured data and free-text abstraction programs, used by dif-
ferent health care organizations produce data of comparable reliability? What internal
validity checks for entered data are performed? Are there plans for regular monitoring
of data quality and procedures for resolving data reliability problems? As appropriate,
information gleaned from these investigations for different organizations could be
used to benchmark each organization’s progress, and a process to share best practices
should be developed. Finally, standards for the reliability, granularity, and format of
high-priority data elements should be clearly articulated to further enhance data
comparability.

Limitations

We have focused our review on peer-reviewed articles. Many of these articles described
studies conducted in large, often academically affiliated, health care organizations.
The experiences of small and solo practices with data reliability and quality measure-
ment are not well represented, thus our review likely represents the best case. In addition,
although our search strategy has identified a rich and varied set of studies for review,
it is possible that some articles relevant to our review may be missed because of the
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wide range of keywords under which articles may be indexed. Despite these limita-
tions, we believe our review provides a generally accurate depiction of the state of
research in this area and permit us to identify major directions for future research.

Conclusion

Issues related to data accuracy, completeness, and comparability must be addressed
before routine EHR-based quality of care measurement can be done with confidence.
We expect that the range and type of data that can be reliably and comparably col-
lected through EHRs will increase as system capacity grows, users become more
comfortable with new health IT systems, and continuous quality improvement princi-
ples are applied to the EHR-based data collection—storage—retrieval process. Furthermore,
the accuracy and value of EHR-derived data will improve as evidence grows on the
relative merits of different EHR data sources and procedures for implementing HIT-
supported quality measures.
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