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Key Messages

• Adherence interventions to date have been only moderately successful.

• Health communication technology brings new possibilities for improved asthma self-management.

• New biosensors, such as smartphone-compatible fractional exhaled nitric oxide and spirometers, could provide additional benefits.

• Allergists must exercise caution so that HCTs do not compromise patient confidentiality or safety.
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Introduction

During the past 3 decades, health and communication tech-
nologies (HCTs) have evolved and joined forces to improve asthma
management. Initially, technology was focused on the electronic
measurement of patient adherence (Fig 1). As adherence-
measurement devices improved, investigators began to use them
as interventions to boost adherence by giving feedback directly to
patients and later by adding communication technology. The more
recent upsurge of available communication technology has intro-
duced the role of smartphones, mobile apps, and interactive voice
recognition (IVR) technology to health care. The emergence of mobile
biosensors could further increase the potential of technology to
improve patient and provider management of asthma symptoms,
but questions remain as to how to bring together all these tech-
nologies to direct care. This article reviews the evidence addressing
adherence, communication, and biosensor technology, the poten-
tial for large-scale interventions, and gaps in evidence requiring
further research.

Treatment Nonadherence

Nonadherence is a major barrier to successful asthma treatment.1

Early assessments of treatment adherence were often inaccurate
due in part to insufficient measurement tools. Only with ad-
vances in the science of adherence has the full extent of the problem

been identified, its impact on control been well documented, and
the need for more effective interventions been recognized. Im-
proved adherence measurement methodology during the past 3
decades has shown that self-report data from parents and chil-
dren often greatly exaggerated levels of adherence2,3 and that long-
term child and adult adherence measured through medication refill
databases showed a startling “real-world” picture of nonadher-
ence. More than a matter of missing some portion of prescribed
doses of medication, refill persistence studies showed that most pa-
tients with asthma abandon their controller medication within a
year of initial prescription (Fig 2).3,4 New strategies for addressing
nonadherence have centered on technologies with potential to reach
large numbers of patients. HCT tools that can address asthma non-
adherence have progressed through 2 phases of development.

Adherence Measurement Devices

The initial inhaler adherence tracking devices (ATDs) were in-
troduced more than 30 years ago for use in clinical trials to document
adherence but not as an intervention to change adherence5,6 (Fig 1).
Although more accurate than self-report adherence question-
naires, these early ATDs were expensive to use and susceptible to
breakdown or error.7,8 Since their introduction, ATDs have pro-
gressed from use of a micro-switch that detected inhaler activation
with a metered-dose inhaler (MDI)6 to a simple pressure cap placed
on top of an MDI canister,9 a thermistor to detect medication
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discharge,10 devices that can measure dry powder adherence,11 and
increasingly sophisticated ATDs that can record not only MDI ac-
tivation but also quality of inhalation.12,13 Over time, these devices
became more reliable and less prone to error and have been widely
adopted in clinical trials. Two reviews have provided helpful in-
formation about commercially available ATDs.11,14

Atd Adherence Interventions

During the past 30 years, numerous provider-focused adher-
ence interventions have been tested, with only modest success15

(Fig 3). However, emerging HCT creates new possibilities for greater
adherence improvement in large groups of patients. In the pro-
gression of technology development, ATDs moved beyond simply
measuring adherence to facilitating adherence intervention (Fig 1).
ATDs began to adopt the capacity to give direct feedback to pa-
tients by visual display or sounds integrated into the device. Well
ahead of most of its competition, the SmartMist (Oxnard, Califor-
nia) device provided immediate feedback in the form of a red light
signaling excessively rapid or slow inhalation.16 Other devices have
emerged that can detect canister shaking or quality of inhalation12,13

and connect by cable, Wi-Fi, or telephone line to a computer.

Communication Technology

The development of smartphone apps that work with ATDs ex-
panded intervention potential with new capacity to reach out and
communicate with patients in real time, delivering motivational mes-
sages, directing patients to contact their health care provider, or
providing adherence reports directly to the provider.8,11,14 Two helpful
recent reviews compared and contrasted some commercially avail-
able ATDs. ATDs can now connect by Bluetooth with smartphone
apps to provide further coaching to improve patient adherence.14,17

The enormous uptake of mobile cell phones has opened the door
to growing enthusiasm for patient and provider adoption of HCT.
Communication technology applied to health care includes IVR
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Figure 1. Timeline of existing and new technology emergence. ADT, adherence tracking device; EMR, electronic medical record; FeNO, fractional exhaled nitric oxide; GPS,
Global Positioning System.
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Figure 2. Fluticasone and salmeterol refill rates in 5,500 patients over 365 days. From
Bender BG, Pedan A, Varasteh LT. Adherence and persistence with fluticasone
propionate/salmeterol combination therapy. J Allergy Clin Immunol. 2006;118:899–
904.
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telephone calls, emails, and short message service texts. The rapid
expansion of communication technology tools, including web-
sites and mobile apps, has flooded the marketplace.

Many health care providers have encouraged their patients to
use one of the more than 500 available asthma apps to communi-
cate with their provider by email or text.18 At the 2017 and 2018
annual meetings of the American Academy of Allergy, Asthma, and
Immunology, 10 individual presentations cited strategies to use com-
munication technology tools, with particular emphasis on
smartphones, apps, texts, electronic medical records (EMRs), and
patient registries. Similar interest emerged at annual meetings
of the American College of Asthma, Allergy and Immunology, sig-
naling that HCT uptake will likely continue among individual
practitioners with or without research-based evidence. A recent “re-
conceptualization of access for 21st century health care” proposed
that the proliferation of HCTs including smartphones, IVR, texts mes-
sages, emails, home-based web cams, personal monitoring devices,
and web-based clinic portals is continually moving health care away
from the traditional conceptualization of in-office visits toward digital
“encounterless” use.19

Providers who direct patients to one of the hundreds of com-
mercial asthma apps could be operating outside US Food and
Drug Administration (FDA) guidelines. Excitement about commu-
nication technology must be balanced by the recognition of the
need for research establishing safety and efficacy of communica-
tion technology.20 Safety concerns include the possibility of loss
of confidentiality for protected health information, mismatching
of data that land in the wrong place or even the wrong medical

record, use of commercial products containing code that does not
integrate well with an established EMR, and lack of institutional
systems for overseeing and monitoring for data entry or integra-
tion errors.21 Many ATDs have been studied in randomized trials,
included in systematic reviews, supported by evidence of their
capacity to improve adherence, and received FDA approval. In
contrast, new mobile apps and websites have emerged at a stag-
gering rate and become immediately commercially available with
little regard to scientific evaluation. Research-based assessments
of some of these products are beginning to appear, but most of
these have never been tested in a research study. A recent review
identified more than 165,000 available health apps, of which 84
were included in published reviews.22 A second large meta-
systematic review identified 10,689 articles addressing the use of
short message service texts to improve self-management in pa-
tients with a chronic illness.23 The 2 reviews warned of low-
quality studies and a need for better-controlled trials to fully assess
the emerging technologies and associated software. A recent report
provided a current review of medication adherence app
development.24

Biosensors

Biosensors have capability to collect physiologic data in real time,
moving beyond adherence alone to create potential for broad health
tracking and patient coaching. Wearable biosensors can include
devices worn on a wrist or belt or even “smart clothing,” includ-
ing hats, shirts, rings, belts, shoes, and contact lenses, to monitor
heat rate, blood temperature, and even electrocardiography.25 Avail-
able asthma technology includes fractional exhaled nitric oxide and
pulse oximetry devices that connect directly to a smartphone
and using the Global Positioning System already present on the
smartphone to provide a broader amount of information about air
quality.26

Further into the future, biosensors might eventually include mea-
surement of skin conduction, respiration rate, hydration, sleep
patterns, and physical activity level in patients with asthma. These
collective data could have the potential to become part of smart
platforms to more broadly help manage patient health. Smart plat-
forms are broader systems that gather data and use some variation
of artificial intelligence to identify potential exacerbation risks and
initiate interventions to prevent them. For example, a group at the
Radbound University Nijmegen Medical Centre in The Nether-
lands created a health platform that linked 2,400 physicians and
66 regional networks, thus combining peer support, medical in-
formation, and communication tools to improve management of
chronic conditions.27 In the SMART-PD trial, patients with Parkin-
son disease linked to a platform delivered through the Parkinson’s
Tracker App to provide them with information, encourage adher-
ence, and connect them as needed with physicians and other patients
and showed improved quality of life compared with the control
group.28 Such systems could be capable of directing more ele-
ments of the treatment, predicting exacerbations before they occur,
and providing motivational feedback to promote healthy behav-
iors in patient.29,30 Although such ideas are exciting to contemplate,
new implementation studies are essential to fully test their impact
on clinical practice.

Development of Smart Platforms Integrated with EMRs

If use of a smart platform within a large health care system
has potential to improve adherence and outcomes at a population
level, then integration of the HCT platform must logically include
EMR databases. The ultimate objective is to create and test HCT
platforms that can easily be adopted in different health care and
EMR systems. Such complete systems are in development and
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Figure 3. Effect size of adherence interventions. From Bender BG. Nonadherence
to asthma treatment: getting unstuck. J Allergy Clin Immunol Pract. 2016;4:849–
851.
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being tested. For example, Kaiser Permanente, one of the nation’s
largest nonprofit health care systems serving 9 million patients,
has been innovative in the application of HCTs. Kaiser Permanente
Northwest reported on a large pragmatic controlled study involv-
ing 8,517 adults with asthma randomized to an IVR condition or
control. When a corticosteroid refill was more than 60 days
overdue, the IVR system automatically called the patient, asked
questions, and provided information to promote an increase in
adherence.31 Information from the EMR database, including the
name of the physician, and medication, was included in the
computer-generated IVR call.

Building on that study, researchers from the Institute for Health
Research at Kaiser Permanente Colorado developed a similar au-
tomated outreach program to contact parents of children with
asthma who had discontinued their use of inhaled corticoste-
roids. The call was further tailored with parent responses to questions
contained in the call about the parent’s desire for more informa-
tion, to speak with an asthma nurse, or to be assisted in filling a
medication. Families in the intervention group were 25% more ad-
herent over a period of 24 months, although no changes were
reflected in hospitalizations or urgent care visits.32 In a subse-
quent ongoing study, the Institute for Health Research group has
further developed an automated system that identifies EMR data-
base risk factors such as inhaled corticosteroid under-filling or
frequent requests for β2-agonist refills to reach out to adults with
asthma by email, text, or IVR telephone calls to prevent exacerba-
tions (National Institutes of Health grant R01 HL126125-010). Within
Kaiser Permanente, positive results from the pediatric study have
become part of standard operating procedure; all patients 18 to 65
years of age now routinely receive automated IVR calls when a cor-
ticosteroid refill is more than 60 days overdue.33 Although the IVR
calls did not decrease urgent care visits in the pediatric study,32 their
adoption was based on improved adherence and decrease in the
number of live nursing call outreach to nonadherent patients.33 The
HCT platforms developed at Kaiser Permanente have not been ex-
ported to other health care systems, but other systems have
developed their own platforms. For example, Geisinger Health in
Pennsylvania has created Geisinger in Motion, a platform that in-
cludes a patient portal, iPads given to patients during hospital stays,
and “patient mobile solutions” that include a system of text message
reminders, access to prescription refills, and patient education ma-
terials (www.geisinger.org).

Closing the Gaps

Currently, few HCT systems are supported by sufficient data to
endorse large-scale adoption in clinical practice. Most mobile apps
have not been tested with any scientific rigor. Without such eval-
uation, there is no proof that apps or HCT systems, despite being
heavily marketed, will not create new problems or have a nega-
tive effect on quality of life.34 Fortunately, a rapidly growing body
of literature is now establishing the potential of apps to improve
health. Two recent reviews of asthma apps identified some to be
of adequate quality for clinical use18 but also concluded that most
require further testing to assure their value in practice.35 One sys-
tematic review of 10 randomized trials testing smartphone apps
identified a capacity to improve asthma self-management and, in
1 study, to decrease hospital admissions.36 Data from randomized
trials of diseases other than asthma provide additional evidence of
improved outcomes. For example, apps directed at cardiovascular
disease significantly improved adherence and, subsequently, blood
pressure, body mass index, cholesterol, and hospitalization rates.37

In another review, collective evidence from diabetes app trials
showed significantly improved hemoglobin A1c compared with
control groups.38

Further attempts to establish the full impact of HCT interven-
tions must continue to test them on a large scale over longer periods.
Results from carefully controlled efficacy studies often fail to change
clinical practice.39 Effectiveness, or implementation research, is in-
tended to overcome that failing by conducting studies that occur
in the “real world” (ie, diverse clinical settings, with existing clin-
ical staff and patients who have comorbidities) to determine whether
interventions are effective in the real world.40,41 My colleagues and
I described the series of translational steps that can guide behav-
ioral intervention research from initial observational studies to the
development of health behavior models, efficacy studies, and even-
tually large-scale implementation research studies42 (Fig 4).
Technology-driven, behavior-change research can follow this same
sequence by adopting implementation research evaluation models
such as the RE-AIM framework43 to gather the evidence necessary
to establish the real value of HCT interventions.43

Conclusion

New HCT developments are emerging at a rapid pace. Collec-
tively, these advances move beyond adherence promotion and are
beginning to gather additional biosensor data. These data in turn
create an opportunity for improved asthma management. HCTs have
captured the attention of many health care providers, health care
systems, and commercial developers. However, directives address-
ing how to adopt and use them in health care delivery have not been
established. Clear guidelines for adopting secure and reliable HCT
and wearable biosensors are lacking. A study from an Australian
medical center concluded that many physicians were using smart-
phone technology to communicate with patients, often creating their
own policies without reference to external guidelines.44 A recent
review of patient-directed mobile HCT identified concerns that in-
cluded information security compromise, technology failure, and
inability to navigate technology, particularly for older patients. None-
theless, the same group saw potential benefits that included
improved communication, access to providers, and convenience.45

Four conclusions based on current knowledge follow to help pro-
viders navigate these challenges.

Security and Safety for HCT

Health care providers must first and foremost take great care to
assure that HCT adoption does not compromise patient safety or
security of transmitted information. It is essential to prevent access
to protected health information contained in texts, emails, or other
information passing between patients and providers including in-
formation transmitted from biosensors. Any use of protected health
information must align with guidelines put in place by the Health
Insurance Portability and Accountability Act (HIPAA), the Federal
Trade Commission Act, the Federal Trade Commission’s Health
Breach Notification Rule, and the Federal Food, Drug, and Cosmet-
ics Act.

Providers could inadvertently create potential danger when pa-
tients who are experiencing life-threatening symptoms expect but
do not receive an immediate response when attempting to use com-
munication technology to ask for help. Many systems give clear
communications at the beginning or ending of a text or email in-
structing patients with immediate concerns to call their health care
facility or 911. The use of multiple biosensors (eg, ATDs, fractional
exhaled nitric oxide technology, activity monitors) could help iden-
tify patients at risk for an exacerbation, but without research and
guidelines in place, providers could compromise patient safety when
they rely on experimental risk-identification formulas. The FDA has
standards for use and approval of “mobile medical applications.”
The FDA gives this admonition: “When they are marketed, pro-
moted or intended for use in the diagnosis of disease or other
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conditions, or in the cure, mitigation, treatment, or prevention of
disease, or otherwise meet the definition of medical device,
FDA intends to exercise enforcement discretion.”46 Websites
from HealthIT.gov (https://www.healthit.gov/resource/your
-mobile-device-and-health-information-privacy-and-security) and
the FDA (https://www.fda.gov/MedicalDevices/DigitalHealth/
MobileMedicalApplications/default.htm) provide some guidance for
use of mobile devices and apps that include health information.

Provider Responsibility in the Use of HCT

Use of HCTs carries with it a responsibility for data security and
patient safety. Any HCT is classified by the FDA and subject to their
approval. The FDA has approved 36 health apps and devices. FDA-
approved ATDs include the SmartTouch (Adherium Ltd, Auckland,
New Zealand), MDILog (Medtrac Technologies; Lakewood, Colora-
do), SmartTrack (Nexus6 Ltd, Auckalnd, New Zealand), and Propeller
Health (Propeller Health, Madison, Wisconsin) devices. Several
reviews have offered comparisons between ATDs to help clini-
cians and researchers make an informed choice.14,17 Guidelines also
exist for assessing new health apps.47 Before recommending spe-
cific apps or online disease management tools, health care providers
must be confident of the integrity of the tool they are recommend-
ing. Some national organizations are beginning to offer guidelines
about app-based provider-patient communication tools, includ-
ing the United Kingdom’s National Health Service and the United
States’ National Library of Medicine, National Cancer Institute,
Fogarty International Center, and National Institute for Mental Health.

HCTs and Wearable Biosensors Can Complement but Not Replace
Provider-Patient Engagement

Emerging technologies are gaining an important role in the
management of asthma but cannot replace the relationship between
patient and provider requisite to adherence change. A growing
consensus indicates that technology-based tools can augment

effective communication, care coordination, and efficiency.15,48–53

Guided by the principles of patient-centered care, effective pro-
vider communication strategies rest on the importance of listening
to and addressing patient concerns, discussing treatment options,
allowing patients a voice in choosing the treatment they prefer,
and prescribing only when patients clearly indicate their commit-
ment to sustained adherence.54,55 Shared decision making, which
emphasizes working to increase patient-provider concordance about
treatment goals and choices, can lead to greater adherence, greater
satisfaction with care, and decreased exacerbations in patients
with asthma.56 Motivational interviewing is another behavioral
communication strategy that, although time consuming in its orig-
inal form, has evolved into a briefer version that can be adopted
for patients with asthma.57 Such provider-patient communication
efforts could eventually be integrated with emerging technology
to create systems of ongoing engagement aimed at improving
adherence and asthma control. Future research can help clarify
the specific combinations of provider communication strategies,
communication devices, biosensors, and tailored technology-
based messages to generate the greatest and most cost-effective
changes to health behavior.
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